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Safety

What this chapter contains

The chapter contains the warning symbols used in this manual and the safety instructions
which you must obey when you install or connect an optional module to a drive, converter
or inverter. If you ignore the safety instructions, injury, death or damage can occur. Read
this chapter before you start the installation.

Use of warnings

Warnings tell you about conditions which can cause injury or death, or damage to the
equipment. They also tell you how to prevent the danger. The manual uses these warning
symbols:

Electricity warning tells you about hazards from electricity which can cause
/\ injury or death, or damage to the equipment.

General warning tells you about conditions, other than those caused by
/|\ electricity, which can cause injury or death, or damage to the equipment.
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Safety in installation

These warnings are intended for all who install or connect an optional module to a drive,
converter or inverter, and need to open its front cover or door to perform the work.

WARNING! Obey these instructions. If you ignore them, injury or death, or
/\ damage to the equipment can occur.

* If you are not a qualified electrician, do not do installation or maintenance work.

* Disconnect the drive, converter or inverter from all possible power sources. After you
have disconnected the drive, converter or inverter, always wait for 5 minutes to let the
intermediate circuit capacitors discharge before you continue.

* Disconnect all dangerous voltages connected to any control signal connectors in
reach. For example, it is possible that 230 V AC is connected from outside to a relay
output of the drive, converter or inverter.

* Always use a multimeter to make sure that there are no parts under voltage in reach.
The impedance of the multimeter must be at least 1 Mohm.
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Introduction to the manual

What this chapter contains

This chapter introduces this manual.

Applicability

This manual applies to the NETA-21 remote monitoring tool and the NEXA-21 extension
unit for DDCS, SW version 2.14 or later.

Compatibility

The NETA-21 remote monitoring tool is compatible with various types of ABB drives, wind
turbine converters and solar inverters.

Note: Later in this manual, term drive substitutes for string drive/converter/inverter.

Target audience

The reader is expected to have basic knowledge of electrical fundamentals, electrical
wiring practices and how to operate the drive.

Purpose of the manual

The manual provides information on installing, commissioning and using the NETA-21.
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Before you start

It is assumed that the drive is installed and ready to operate before starting the installation
of the NETA-21.

In addition to conventional installation tools, have the drive manuals available during the
installation as they contain important information not included in this manual.

Contents

The manual consists of the following chapters:

Safety presents the safety instructions which you must follow when installing a NETA-
21.

Introduction to the manual introduces this manual.
Overview contains a short description of the NETA-21.

Mechanical installation contains a delivery checklist and instructions on installing the
NETA-21.

Electrical installation contains the cabling and connection instructions of the NETA-21.
Start-up contains instructions on how to start up the NETA-21.

Program features contains feature descriptions in more detail.

Users describes the user management.

Devices describes how to manage device parameters and use data loggers.

Networks explains how to set up and configure Ethernet network interfaces of the
NETA-21.

Events describes how to observe and filter events.

Reporting describes how to make reporting and trend logging settings for configuring
which time levels and event categories are sent out by a reporting plug-in to be
monitored.

Tools explains how to manage NETA-21 firmware, factory settings and software
packages.

Backup and restore describes the backup and restore functions of the NETA-21.
Memory card describes the tabs under Memory card.
Frequently asked questions contains how-to instructions for various tasks.

Diagnostics and troubleshooting explains how to trace faults with the status LEDs on
the NETA-21 and the NEXA-21.

Technical data contains the technical data of the NETA-21 and the NEXA-21.
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Terms and abbreviations used in this manual

Terms

Term

Explanation

Assistant control panel

Assistant control panel with an USB connector enabling a PC tool connection
for common architecture drives. Assistant control panel is a generic name for
ACS-AP-I and ACS-AP-S panels.

Data log File produced by a data logger. Can be sent and stored as a report
attachment.

Data logger Data logger inside a monitored device

DDNS Dynamic domain name system

Device Device connected to the NETA-21 for remote monitoring and data access. In

the Ul devices are classified as generic devices, drives, converters or
inverters. See Device type.

Device interface

Software component that enables access to certain types of devices

Device type Attribute for a device that is auto-detected or set by the user. Defines the
main category of the device, eg, if the device represents a rotating machine
or if it just converts electrical power from one form to another.

Drive Term drive is used instead of string drive/converter/inverter

Modbus/TCP gateway Modbus/TCP server that relays data read requests to any device interface.

Feature allows an external Modbus/TCP client (supporting protocol
specification v1.1b) to read data through the NETA-21 from any connected
device.

NETA-21 remote
monitoring tool

Hardware product for accessing drives remotely — typically off-site access
over public Internet, local/private Ethernet or modem connection.

Network interface

Any defined interface to the connected data network

Network service

Any inbound or outbound data connection provider in the NETA-21. NTP
time service and email (SMTP) are examples of outbound network services.

Parameter

Operating instruction for the drive. Parameters are typically adjusted with a
control panel or a PC tool. Parameter browsing, monitoring and writing can
be done also with the NETA-21.

PC tool autodiscovery

Network service which allows automatic detection of other Ethernet-based
ABB products (eg, the FENA-11) in a local network. In addition, enables
finding the NETA-21 in the network where the PC tool has been connected.

Portlet

Panel for text and controls within a page or tab. Some portlets can be moved
around, added and removed, eg, on the front page.

history logging

Trend logging = parameter

Refers to low time resolution, long-term data logging performed by the
NETA-21. Trend logging is a functionality within the NETA-21 while data
loggers are part of the drive functionality and merely configured with the
NETA-21.

User account

A user name that in combination with a password can be used to access the
NETA-21 web user interface or some other services of the NETA-21.

Web Ul

Web-based user interface of the NETA-21
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Abbreviations

Abbreviation

Explanation

DDCS Distributed Drives Communication System, an optical fiber device access
method for drives and inverters (for example, ACS800 and PVS800)

DDNS Dynamic Domain Name System

DHCP Dynamic Host Configuration Protocol, a protocol for configuring servers in a
network

FTP File Transfer Protocol provides an unsecure way to access files in a network

FTPS File Transfer Protocol Secure provides a secure way to access files in a net-
work

HTTP Hypertext Transfer Protocol is an application protocol used between data cli-
ents and web servers

HTTPS Hypertext Transfer Protocol Secure is a combination of the HTTP and
SSL/TLS protocols. Provides secure communication with web servers.

NBT NS NBT NS is a daemon for the NetBIOS name discovery. Allows finding com-
puters from a local network by using the NetBIOS host name.

NTP Network Time Protocol is a protocol for synchronizing computer clocks over
a network

SD Secure Digital memory card

SDHC Secure Digital High Capacity memory card

SMTP Simple Mail Transfer Protocol is a protocol for sending emails

SSH Secure Shell, a protocol for a secure remote access.

SSL/TLS Transport Layer Security (previously Secure Sockets Layer) protocol is used
to encrypt data between clients and servers

TCP Transmission Control Protocol, used together with Internet Protocol (IP) as
the transport protocol for the Internet

ul User interface

UTC Coordinated Universal Time is the most often used time in the world. Time

zones are presented with positive or negative offsets.
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Overview

What this chapter contains
This chapter contains a short description of the NETA-21.

NETA-21 remote monitoring tool

The NETA-21 remote monitoring tool is used for browser-based remote monitoring of ABB
drives via Ethernet. Multiple drives can be connected to the network by using a panel bus
or through the fiber optic channel of the NEXA-21 extension unit.

Through the NETA-21, you can:

monitor drives

read and adjust drive parameter values

read status information and actual values from drives

set up and monitor the data logger and save its content to a file

read the contents of the fault log from monitored devices and save it to the memory
send email messages on events

use email for continuous monitoring of drives

reset a fault on drives

use an SD card for continuous monitoring of drives

use an SD card to store all events

use the FTP server for storing drive parameters and events

create custom events

create custom reports: email reports, SD card reports and FTP reports.
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The NETA-21 is not intended for controlling or commissioning the drive. The NETA-21
provides stand-alone logging without a PC and automated data reporting to external data
systems. The user interface can be accessed with any web browser including mobile
devices, without the need to install any special software.

NETA-21-specific features

* Two network connections
* Internal (factory line)
* External (Internet access)
* Automatic or fixed IP configuration

* Easy point-to-point access to the NETA-21 with a PC (no need to change the IP
address of the PC)

* Email reporting of events and parameter history logs
* FTP reporting of events and parameter history logs to an external FTP server
¢ Storing of events and history log files to a SD memory card
* FTP and FTPS file access to an SD/SDHC memory card
* Browsing an SD/SDHC memory card via the web Ul
* Different access rights for different users
* NETA-21 software upgrade locally or remotely
* Importation of the NETA-21 settings from the USB memory
* Time synchronization via an NTP server
* Full or selected backup/restore of the software
* Dynamic DNS support
* Support devices connected via:
e Panel bus (ACSx80 series)
* Ethernet PC tool communication (ACSx80 series)
* DDCS with a fiber optic cable (eg, ACS800, ACS600)
* Modbus/RTU via RS485
e Support for a USB modem
* Online monitoring with a history
* Automatic discovery the connected device
* Automatic log changes in the connected device
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Layout of the NETA-21 and the NEXA-21

The following figures describe the front and bottom layout of the NETA-21 and the NEXA-
21.

NETA-21 and NEXA-21
UsB < USB < @
BT < BT <
D < sD < PWR O
PNL1 < PNL1 < sTAT 0| |
PNL2 < | PNL2 < | Rk Ol |\
X O

sDa| SDa

RJ45 RJ45

e < e <

ETH 1 ETH 1

ETH2 ETH2 Ol(12
PWR 0 =——= PWR O
STAT O STAT O O3
MON O MON O

2

H_E_H H_E_H

1 Front panel labeled with a black sticker and equipped with indicator LEDs

PWR, STAT, MON - power, status and monitoring indicators, see LED indications

SD — SD/SDHC memory card slot

2
3
4 USB — USB host connector for third party extensions
5

PNL 1/PNL 2 — connector providing an interface for a panel bus that can be used for communication
with certain drive types

6a | PC ETH 1 — connector providing an Ethernet connection for a locally connected PC

6b | ETH 2 — connector providing an Ethernet connection for an external Ethernet network

7 Connector for the NEXA-21 unit

8 SD RJ45 — SD button is used for removing the SD/SDHC card safely and activating a DHCP server
for the first access to the user interface

9 Reset button is used for rebooting the NETA-21

10 | NEXA-21 provides a DDCS fiber optics connection, secondary power input and one extra USB
connector

1 PWR, STAT, RX, TX — power, status and RX/TX indicators, see LED indications

12 | Fiber optic transmitter DDCS

13 | Fiber optic receiver DDCS
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NETA-21 NETA-21 and NEXA-21
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1 X1 10...30 V DC - power supply input

X2 EIA-232 connector (in reserve)

X3 EIA-485 connector for a Modbus network

Termination jumpers for the link connected to X3

a|l | WO[IDN

X11 AC/DC 24V - secondary power supply input

Hardware and software requirements of the PC

The NETA-21 can be configured and used with a normal PC with:
* Ethernet network adapter

e  Windows XP/Vista/7/8, Linux, MAC OS

* Internet Explorer 9+, Firefox 3.6+ (PC, Mac), Safari 5+, Chrome 10+ or Opera 11+
(PC, Mac).

Note: Firmware versions until 2.21 have been tested with Internet Explorer 8.
Firmware versions 2.22 and beyond have been tested only with Internet Explorer 9
and later.

Most mobile phone and tablet browsers are also capable of showing the NETA-21 web
pages, but displayed elements are not fully optimized for the touch screen use.

Javascript and cookies must be enabled in the web browser settings before you can use
the NETA-21 web interface. The NETA-21 does not require external plug-ins, such as Java
or Flash.
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Mechanical installation

What this chapter contains

This chapter contains a delivery checklist and instructions on mounting the NETA-21.

WARNING! Follow the safety instructions given in this manual and the drive
/\ documentation.

Unpacking and examining the delivery

The option package for the NETA-21 contains:
* remote monitoring tool, type NETA-21

* NETA-21 remote monitoring tool installation and start-up guide (SAUA0000096881
[English]).

The option package for the NEXA-21 contains:
¢ extension unit, type NEXA-21

* NEXA-21 installation instructions sheet.
1. Open the option package.
Make sure the package contains all items listed above.

Make sure that there are no signs of damage.

/
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Installing NEXA-21 to NETA-21

1. Remove the plastic cap from the connector in the NETA-21.
Press the NEXA-21 against the NETA-21.

Tighten the grounding screw.
Do not use excessive force.

Installing the NETA-21

1. Protect the devices from the drilling dust.
2. Drill the holes for the fastening screws of the mounting rail.

3. Fasten the mounting rail.

4. Snap the NETA-21 onto the rail.

DIN rail grounding clip

See the grounding instructions in section Grounding.
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Electrical installation

What this chapter contains

This chapter contains:

* general cabling instructions

¢ grounding instructions

* instructions on setting the IP address

* instructions on connecting the NETA-21 to the drive and to the Ethernet network. /

WARNING! Only qualified electricians are allowed to carry out the work described
A in this chapter. Follow the instructions in section Safety in installation. Ignoring the
safety instructions can cause physical injury or death.

General cabling instructions

* Arrange the cables as far away from the power cables as possible.
* Avoid parallel runs with the power cables.

See chapter Technical data for information on cable types.
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Grounding

Use a grounding clip to connect the ground of the NETA-21 to the mounting rail. Make sure
that he mounting rail is grounded to a noiseless ground. If the rail is not mounted on a
properly grounded base, use a separate grounding conductor. The conductor must be as

short as possible and its cross-sectional area must be 6 mm? at least.

Do not use any solid copper conductor (only stranded wire is allowed).

Power connections

Connect the power supply to connector X1 of the NETA-21. The NETA-21 supplies also
the NEXA-21. For information on the connector type, voltage and power specification, see
Technical data of the NETA-21 and the NEXA-21.

Note: In the NEXA-21, there is an alternative power supply input (X11), which you can use
for supplying power to the NEXA-21 and the NETA-21.

Communication connections

Data link connections —
Drive with the ACS-AP-x panel

Termination switch of Termination switch of

the bus - — - the bus
M NETA-21 |

o

| I |
| | |
i ABB drive, | | ABB drive, | | ABB drive, | | ABB drive, |
converter or converter or converter or converter or
inverter inverter ' " inverter ' ' inverter

—_ L. — . L. — - L. — .
re-—-—-
| \

L 3

' L ]
| ¥
' PC Link to Ethernet networks
L. — . J

Note: The RJ45 connectors of the control panel are located in the “ceiling” of the control panel housing.
Beside the left-hand side RJ45 connector in the control panel housing there is a switch that must be pushed
upwards in the last drive of the chain to terminate the bus.

The maximum number of devices per panel port bus is 32.

Set a unique ID to each node on the panel bus. See the appropriate drive manual.
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In the BCU-02/12/22 control unit, use connector X13 for the panel bus connection.

— X13 P

r - ™ NETa2t !
| |
| | | PNL1|
| | ) . PNLZI
| L 3
| | ' | .ETH2 |
+ BCU | | Public IP address or '
L.—.d4 . ' . . VPN tunnel needed L - — - -

| .

BCU PC
L. — . L. — . — . |

Connection over the Ethernet tool network with an Ethernet adapter
module

In the Ethernet tool network, each drive/unit is connected to the network through a FENA-
11/21 Ethernet adapter module.

Note: The Ethernet tool network is available only for ACS880 drive series.

M NETA-21 | ABB drive ABB drive ABB drive
' ' or unit or unit or unit

| | with the with the with the

. . FENA-11/21 FENA-11/21 FENA-11/21
|

ETH1
| . ETH2 |
L oo
Ethernet switch

The NETA-21 detects nearby adapter modules (max. 32 pcs over Ethernet) in a local
network. The automatic detection is enabled by default only via the ETH2 port. To change
the settings of the automatic detection, go to Settings —> Device interfaces —> Ethernet
—> Settings —> Background scan.

Note: If the ETH1 and ETH2 ports of the NETA-21 are connected, they must be configured
to use different sub-nets (different IP addresses under non-overlapping netmasks).
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Data link connections —
Drive with the RDCU control unit

The figures below show the data connections in a ring and star topology when a fiber optic
link is used.

r ABB dr|ve i ABB dr|ve i ABB drlve 1

' converteror '' converteror '' converteror '

| inverter | | inverter | | inverter |

I_NETA 21—|_§_I | | | | | |
< RDCU RDCU NDCU

|| roco ||| roco || ! |

! ' ' I | | | | |
PC
e || . . . .
' ' - - -

| |
| T
' L

L. N ink to Ethernet networks

The maximum number of devices per fiber optic link is 10.

Connect the NEXA-21 primarily to fiber optic channel ch3 on the RDCO connector unit.
You can connect the NEXA-21 also to chO if the maximum speed of the DDCS
communication does not increase above 1 Mbit/s.

The default NETA-21 settings for a DDCS network are ring topology and 1 Mbit/s
communication speed. With these settings, the NETA-21 can normally auto-detect drives
connected to an NDBU branching unit. The NETA-21 auto-detects connected devices
when the fiber is connected for the first time. If reconfiguration is needed afterwards, it can
be done in the web user interface.

Note: If there are NDCU control units, use channel 4 or 3 (titled Remote diagnostics and
PC channel).
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Note: Use the same speed setting in the NETA-21, NDBU branching unit and drives.

T ABBdrive, ' ABBdrive, |

' converteror '' converteror '

| inverter | | inverter |

| RDCU | | RDCU |

o | RDCO ” RDCO | o
MNeTA21 T ! ' , ' ™ NDBUxS !
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I | |
' ' ' V106 '
PC =105 O
| emn || g |
' ' ' ™ ;Evma cHo '
| V102
' — et B V101 MSTR
L | L. — .
Drive/converter/inverter 1 to CHO ... drive/converter/inverter 9 to CH8

r IS » Link to Ethernet networks
I |
I |
. PC
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Connection via the EIA-485 port with a Modbus/RTU adapter
module

A maximum of 32 monitored Modbus/RTU devices can be connected to the same EIA-485

network. The following figure is an example of an allowable topology:

NETA-21 ABB drive with Other slave ABB drive with
an FSCA-01 device an FSCA-01
or with an or with an
embedded embedded
EIA-485 port EIA-485 port
Other slave ABB drive with Other slave ABB drive with
device an FSCA-01 device an FSCA-01
or with an or with an
embedded embedded
EIA-485 port EIA-485 port
T = Termination

The X3 EIA-485 connector for a Modbus network is located at the bottom of the NETA-21.
See the bottom layout in section Layout of the NETA-21 and the NEXA-21. The EIA-485
(RS-485) cabling requires a shielded dual twisted pair cable. The nominal impedance of
the cable must between 100...150 ohm.

Connecting the NETA-21 to the RS-485 network
Connect the bus cable to connector X3 on the NETA-21.

The pin allocation of the X3 connector is shown below.

QD

X1 Description

1 SHLD |Bus cable shield. Connected internally to a ground clip via an RC filter. Depending on
the installation environment, the shielding is connected to this pin on the NETA-21 or
on another location on the EIA-485 network.

2 DATA_B |Data positive

3 DATA_A |Data negative

4 GND_B |lIsolated signal ground

Signals DATA_A, DATA_B and GND_B must always be connected to all communication
modules and to the NETA-21.
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Switching on the bus termination

To avoid signal reflection, add 120-ohm termination to the last devices at each end of the
bus line.

J2 J2 J2 J2
D [ (] =] P DERE = D=
D= Pt 00 [ (] E(DEIDE] (= 3] o=
Termination Termination Termination Termination
activated deactivated deactivated activated
EIA-485 device EIA-485 device EIA-485 device EIA-485 device
[ I I I I I I
Term. Term. Term. Term.
[ON[] loFF |[OFF] [ON]

You can use the internal resistor of RS-485/EIA-485 adapters or an external passive
termination resistor. The internal termination switch activates also the pull-up and pull-
down resistors.
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Start-up

Contents of this chapter
This chapter tells you how to start the NETA-21.

First access to the user interface

This section tells you how to get access to the user interface. The NETA-21 can be used
as a DHCP server for a local PC when the PC is connected to the PC ETH 1 terminal.
When the DHCP server mode is activated, the NETA-21 provides an IP address to the PC
for an easy connection.

The NETA-21 uses dynamic IP addressing by default. After it starts, the NETA-21 tries to
get a dynamic IP address from the local Ethernet network if there is a DHCP server
available. If there is no local DHCP server in the connected network, then the NETA-21
assigns itself a Zero Configuration networking address in the range of
169.254.1.0...169.254.254.255. The technology of the automatic IP address configuration
is called either Link-local address assignment (RFC 3927) or Automatic Private IP
addressing (APIPA).

When a local PC is connected to the PC ETH 1 connector, you can set the NETA-21 as the
DHCP server in the Ethernet 1 link.
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Connecting a local PC to the NETA-21 in the DHCP server mode

Note: If another device operates in the DHCP server mode, you cannot use the NETA-21
in the DHCP mode via the local Ethernet 1 network.

1.
2.
3.

5.

Start the NETA-21.
Wait until the set-up completes and the STAT LED is green.
Push the SD RJ45 button for 5 seconds or until the PC ETH 1 LED starts to flash

green.
The NETA-21 operates as a DHCP server via the PC ETH 1 connector.

Connect the PC to the PC ETH 1 connector.
The PC gets a dynamic IP from the NETA-21.

The PC ETH 1 LED shows that there is a connection (green blink = waiting, green =
connected).

Note: If after one minute there is no connection between the PC and the NETA-21, the
DHCP server mode in the NETA-21 is set off.

Go to http://192.168.230.1.

Note: If the Ethernet cable is connected to the NETA-21 before you push the SD RJ45
button, the PC does not automatically get an IP address.

Logging on to the NETA-21

1. With the web browser of you PC, navigate to http://192.168.230.1.
2. When you log on to the NETA-21 for the first time, use the default user
name/password.
Type “admin” both to the Username and Password text boxes.
The Ul recommends that you use the secure HTTPS login. If you click the link, you get
a notification on a possible warning message concerning an invalid certificate.
Login
Consider switching to HTTPS login
Username:
Password:
Information. .. Login
Secure HTTPS X

show warning about invalid certificate. This means that identity of this web page has not been

\]::) Mote that when accessing these web pages over secure HTTPS connection, web browser can
verified by installing a certificate.

If connecting for the first time to a new tool on a known IP address, you can add an
exception for this page.

0K Cancel

Click Login.
You are redirected to the front page.
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If the authentication does not succeed and you are redirected back to the Login dialog
box, the following error messages may appear:
* Authentication failed. Contact system administrator for more information.

* You have logged out from the remote monitoring tool!

* Session expired; you were automatically logged out because of idle time was
exceeded.

* Server (remote tool) does not respond to authorization request.
* The server was rebooted.

By clicking the Information... button you can get information on, for example, the
serial number and MAC addresses of the Ethernet interfaces. To customize the data,
go to Settings —> User interface.

4. Change the password (recommended).

Change password

You must change your password.
Password:
MNew password:

Confirm password:

Back Don't change Change

You can keep the default password by clicking the Don’t change button.

Note: We recommend that you change the default password when you log on to the
NETA-21 for the first time.

The front page of the user interface is shown. See chapter Front page.
You are now logged on as a tool administrator (Tool admin). See section User roles.
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Basic settings

Updating the NETA-21 firmware via ABB web pages

1. Go to the front page.
2. Click the Software update button.

= Software update
l= Check new updates from ABB library.

The NETA-21 searches the pages for a new version of firmware or any of the installed
extra packages and shows a list of available updates.

Select software updates

Available Remote Tool software updates:

Install  Package Description and version
v FMZAA222 META-21 Remote Monitoring tool firmware / 2.22

Mote: If firmware is updated and other suggested packages are unchecked, those
packages may be uninstaled during firmware update. It is recommended to instal al
avalable updates at the same time.

Update cancel

3. Select the updates you want to install and click the Update button.
You get the following Update message.

Update X
\iz Updates are now in progress.

Update may take several minutes or even hours depending on network speed. NETA-21 may
reboot itself during update, which results in temporary connection loss.

If NETA-21 is rebooted manually before the update finished, then the update procedure is
cancelled.

OK

When the selected updates have been downloaded, the NETA-21 reboots.

There is an alternative way to look for available updates: Go to Settings —> Tool settings
—> Tool firmware and click the Check updates button.

Tool settings

Tool firmware Factory tools | Packages Events

NI} Save £ Reset | . Sendtotool [ Check updates
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Changing the password

1. To change your password, go to Settings —> My details —> Change password.

My details

admin | Events

5:[ Save fz Resst

User details Language
Full name: admin Language: English e
User name:
User role: Change password
E-mail address:

" 0ld password:
Phone number:

New password:

Confirm new password:

Type the old password to the Old password text box.

Type the new password to the New password text box.

Type the new password again to the Confirm new password text box.
Click Save.

o &~ DN
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Adding users

Note: You can add users only if you have the access rights of Network admin or Tool
admin.

1. To add a user, go to Settings —> Users —> Add user.
The User properties panel appears on the right-hand side of the tab.
Users
Users Events

Wy Adduser (gl Remove user

Uzer nams Full nams E-mail addrezs Phone number Languags User properties
‘L new_user New User Englizh User details
1 del de English
y demo e i Full narne:
3, admin admin Englizh Hew User
User role:
Guest

E-rail address:
Phone number:

Language:
English

Comment:

User & password

Creats user
Cancel
The components of the tab are described in section User management.

2. Fillin the text boxes.

The name typed into the Full name text box is shown in the upper right-hand side
corner of the window. The user name (login name) is created under the User &
password sub-panel in step 4.

Expand the User & password sub-panel by clicking the heading.

Fill in the text boxes.
See section User roles.

5. Click Create user.
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Setting date and time

Note: You can change the locale settings, if you have the access rights of Drive expert,
Network admin or Tool admin.
1. To set date and time, go to Settings —> Locale —> Date and time.

Note: If the NETA-21 does not have the correct date and time, the stored data will also
be logged with incorrect date and time stamp.

Locale

Date and time Language Location Events

\\J Save 'fc- Reset  |g; Export & Import ;: Refresh times

Time Timezone
Time source: Automatic v Timezone: Europe/Helsinki v
UTC timestamp: 08.05.2012 21:10
Current. time: hd Network time protocol
Current date: 3
Primary server: pool.ntp.org

Secondary server:

Update interval: 3600

2. Inthe Time source drop-down list, select one of the following values:
¢ Automatic

* NTP (Network Time Protocol)
¢ Manual.

If you select Manual, you have to define the time from the Current time drop-down list
and select the date from the calendar in the Current date box.

Note: In the Automatic mode the NETA-21 tries to fetch time and date over NTP,
contacting server pool.ntp.org by default.

3. Fill in other appropriate boxes.

Setting the language

Note: You can change the locale settings, if you have the access rights of Drive expert,
Network admin or Tool admin.

To set the language and to localize the data formats of the NETA-21, go to Settings —>
Locale —> Language.

Locale

Date and time Language Location Events

877 save [ Reset |Z, Export LG Import

Language components
Default language: English hd
Date format: dd.MM.yyyy v
Time format: hh:mm:ss ¥
Decimal separator: = v
Week starts: Monday v

Note: The language selected on the Language tab is used only in the web Ul of the
NETA-21. Monitored devices can have their own independent language selectors.
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Setting the location of the NETA-21

Note: You can change the locale settings, if you have the access rights of Drive expert,
Network admin or Tool admin.

To set the location of the NETA-21, go to Settings —> Locale —> Location.

Locale

Date and time Language Location Events

ST1 Save 0 Reset o, Export [ import

Raw coordinates

Latitude: -10.13333 &
Longitude: 13.333 %
Location: Finland

Defining the Ethernet network settings

1. Go to Settings —> Network interface and enable the Obtain DNS server
automatically function.

The NETA-21 adjusts the communication settings automatically. Individual attributes
can be set separately.

Enable the function both for local Ethernet 1 connected to the PC ETH 1 connector
and external Ethernet 2 connected to the ETH 2 connector.

Note: From firmware version 2.12 onwards, the Ethernet settings are taken into use
directly after the settings have been saved. The NETA-21 shows a warning explaining
that connection can be lost if the IP address of the currently active connection is
changed.

2. Check the LAN settings of your PC.

Activate the following functions: Obtain an IP address automatically and Obtain
DNS server address automatically.

Network interfaces

Ethernet 1 Ethernet 2 Dynamic DN5 Dial up Events

7 Save ff Reset =, Export Import  Test interface Reboot tool
= s

Ethernet Network status

Mode: @ Obtain addresses automatically DHCP server is active.

Use the following addresses: Disable DHCP

1P address:

IP address: 192.168.230.1
Subnet mask:

Netmask: 255.255.255.0
Default gateway:

Gateway:
Preferred DNS server:

Altarnate DNS server:
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Initializing the communication between the NETA-21 and
drives online

/\ WARNING! Follow the instructions in section Safety in installation.

Initializing the communication between the NETA-21 and
ACS800 drives (or other drives with the RDCU control unit)

1. Switch the drives on.

2. Inthe first drive, change the node address of channel 3 (CH3) to 1 (example: ACS800
standard control 70.02 CHANNEL 3 ADDR = 1).

3. Inthe second drive, change the node address of channel 3 (CH3) to 2 (example:
ACSB800 standards control 70.02 CHANNEL 3 ADDR = 2).

4. Give the rest of the drives a unique ID as well.
See the appropriate drive manuals.

Switch the drives off to set the channel address settings.

Switch the NETA-21 off or disconnect the fiber optic cable from the NEXA-21 for more
than 1 minute.

7. Connect the drives to the NEXA-21. See section Communication connections. Use
either the ring or star topology.

8. Switch the drives, NETA-21 and NEXA-21 on.

9. Wait until the PWR and STAT LEDs of the NEXA-21 go green.

Tx and Rx LEDs are yellow indicating that there is data transmission between the
NETA-21 and monitored devices.

10. Log on to the Ul when the STAT LED of the NEXA-21 is blinking green.

The Ul recognizes the monitored device automatically and the drive is shown in the
user interface.

Navigation <%
f_. Home
EE;_‘ Reports
w ) Seffings
E.ljm-,' details
@ Metwork interface
E_A Metwork services
& 1, Users
‘I Device interfaces
’ﬁ Locale
[ Tocl settings
i3, User interface
[3 Backup and restore
ﬂ hemory card
w [_] Devices
8] 0075_7NR {0} {15}
|7 Help

'jAhou‘.

Note: If the NETA-21 does not detect all drives automatically, go to Settings —>
Device interfaces —> ddcs —> Rescan devices.

11. Click Save.
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Program features

What this chapter contains

This chapter describes some of the features listed in section NETA-21-specific features in
more detail.

FTP/FTPS

FTP (File Transfer Protocol) is a simple protocol designed for transferring files.

FTP allows you to browse folders in a remote device. All normal operations are supported,
eg, you can create or delete folders, and move, delete or rename files.

The main purpose of using FTP is to upload or download files between the local and
remote device.

The NETA-21 supports both unencrypted and encrypted (FTPS) connection.
The unencrypted connection s disabled by default and works on port 21.

The encrypted connection supports only explicit Transport Layer Security (TLS) encryption
and works on port 990.

You can enable or disable these services as well as change the default port through the
Network services panel.
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HTTP

The HTTP (Hypertext Transfer Protocol) is used to serve web pages using the HTML
(Hypertext Markup Language) and Javascript. To use the NETA-21 web interface you
need a browser supporting Javascript and cookies (see Hardware and software
requirements of the PC). External plug-ins, such as Java or Flash, are not required.

It is recommended to use HTTP only with a direct cable connection to the NETA-21. For all
other purposes it is recommended to use the secure HTTPS. To switch from HTTP to
HTTPS edit the address from http://192.168.230.1 to https://192.168.230.1. You can also
do this by checking the Prefer HTTPS check box in Network services.

HTTPS URLs use port 443 by default, whereas HTTP URLs use port 80 by default.

HTTPS

The Hypertext Transfer Protocol Secure (HTTPS) is a combination of the HTTP with an
added encryption layer of SSL/TLS protocols to create a secure channel over an insecure
network, provided that adequate cipher suites are used and that the server certificate is
verified and trusted. The HTTPS is supported by all popular browsers.

Note: Although the HTTPS encrypts everything, including the URL, an eavesdropper can
still observe the host name and port of the URL because they are part of TCP/IP packets
to establish and maintain the connection. This means that an eavesdropper or attacker
can know that a connection is taking place between the two parties, get the domain name
and IP addresses, through which he can see the sites the host is connect to, the amount of
time spend using a site, and the amount of information uploaded or downloaded on the
particular site.

HTTPS certificate

The NETA-21 HTTPS uses a self-signed certificate which is uniquely generated per each
NETA-21 tool. The factory reset of the NETA-21 can also reset the self-signed certificate
and generate a new one (while, eg, a firmware update keeps the certificate unchanged).

Most browsers display a warning if they receive an invalid or a self-signed certificate.
When you connect an older browser to a site with an invalid certificate the browser shows
you a dialog box asking if you want to continue. Newer browsers display a warning across
the entire window and also prominently display the site's security information in the
address bar. Extended validation certificates turn the address bar green in newer
browsers. Most browsers also display a warning when you visit a site that contains a
mixture of encrypted and unencrypted content.

From the NETA-21 firmware version 2.13 onwards you can install a customized HTTPS
site certificate to each NETA-21. The installation requires than an Apache 2 compatible
apache.pem certificate file is generated on the PC and saved to folder "cert” in the SD
memory card. The customized certificate will be taken to use after a reboot or power-up of
the NETA-21. A valid certificate is taken into use and removed from the memory card for
security reasons.
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Modbus/TCP gateway

The NETA-21 supports the Modbus/TCP protocol that allows to use a normal TCP/IP
connection to access the parameters of drives. To enable the service for selected network
interfaces (by unlocking it in the NETA-21 internal firewall), go to Settings —> Network
services —> Services.

With a normal PC and a program that supports the Modbus/TCP protocol in the same
network to which the NETA-21 is connected, you can query values of parameters from the
connected devices. You cannot write to parameters through Modbus/TCP. The
Modbus/TCP client configuration requires you only to specify the IP of the NETA-21 and
port 502.

The Modbus protocol supports up to 247 devices. Each device is identified with an ID, a
number from 1 to 247.

ID range Protocol

1...32 DDCS fiber optics
33...64 Panel bus 1 (port PNL1)
65...96 Panel bus 2 (port PNL2)
97...128 Modbus/RTU

129...160 Ethernet tool network
161...247 Reserved

The ID used by a specific device can be determined with its internal name (shown in the
Device parameters panel under Device interfaces). This name always ends with a
number that represents the index inside the range of the IDs of the specific protocol. For
example, a slave device connected through the Modbus/RTU protocol with station address
3 (device node ID mb_3) is accessible by Modbus/TCP gateway station address 99 (97+3-
1).

To access a specific parameter of a given group and index, you must specify an address
by calculating it according to one of the following formulas:

16-bit address = (4)0000 + 100 x group + index

32-bit address = (4)20000 + 200 x group + 2 x index

Device
Modbus PC
mb_3 Modbus device, parameter 01.15
. ID: 99
NETA-21 Switch Address: 115
Panel bus (port PNL2) device ID 1,
. parameter 03.10 using 32-bit addressing
Device ID: 65
Panel bus {2} {1} Address: 420000 + 200 x 3 + 2 x 10 =

pni2_01 420620

By default, the Modbus protocol returns the internal raw 16-bit value and does not specify
any information about sign and scaling. Therefore, you must apply the correct ones for the
specified parameter.

Note: Most Modbus/TCP master applications omit the 40000 (or 400000) from the
beginning of the register numbering.
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The Modbus function code 03 Read Holding Registers is supported over the Modbus/TCP
gateway of the NETA-21. In firmware 2.23 you can configure the settings of the
Modbus/TCP gateway. Go to Settings —> Device interfaces. Firmware 2.23 supports a
read/write option.
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TCP and UDP service ports

There are multiple in-bound and out-bound network services running on the NETA-21.

In-bound network services on the NETA-21

Port

Service

Purpose

21/TCP
990/ TCP

FTP

File transfer service. Enabled by default, but FTP user accounts need to be
specified in the web Ul (Settings —> Users) before the FTP login becomes
possible.

Port 990 provides a file transfer service with an SSL security layer. You can
use the same user accounts as for the FTP service. Explicit TLS encryption
must be used in a FTPS client. (SFTP protocol is not supported).

To modify the FTP and FTPS service availability, go to

Settings —> Network services.

22/ TCP

SSH

SSH console for support and diagnostics. Each NETA-21 contains a factory
user account with a random password. SSH access is not provided for
NETA-21 end users. To disable the SSH service, go to Settings —> Tool
settings —> Factory tools and unselect Enable factory login (factory
support account).

80/TCP

HTTP

Web server provides the Ul over the HTTP protocol. HTTP protocol access
is always enabled. Recommendation to use HTTPS is shown in the tool
login box.

443 | TCP

HTTPS

Secure version of the HTTP pages. To modify the HTTPS port, go to Set-
tings —> Network services.

502/ TCP

Modbus/TCP

Modbus/TCP Gateway is listening on port 502. Gateway forwards Mod-
bus/TCP data requests to any connected drive (either as DDCS fiber optics,
RJ45 Panel bus or as EIA485 Modbus/RTU traffic). To modify the service
availability, go to Settings —> Network services.

(optional) /
TCP

HTTP

To specify an extra HTTP port (any higher TCP port than 1024 ) or a default
HTTPs port, go to Settings —> Network services. Extra port is disabled by
default.

67,68 / UDP

DHCP
(client and
server)

DHCP client functionality is used in both Ethernet ports by default as speci-
fied in RFC 3927 (Dynamic Configuration of IPv4 Link-Local Addresses).
DHCP server can be activated only on the ETH1 port.

137 / UDP

NBT NS

Netbios (NBT) Name Service allows a name resolution from Windows XP /
Windows 7 PC by typing http://neta-21 to the address bar of the web
browser (if a firewall is disabled in Windows).

NBT NS service is active only on the ETH1 port by default. To modify the
service availability, go to Settings —> Network services.

24576/
uUDP

ABB
Netconfig

Autodiscovery protocol used by ControlBuilder plus (IP Configuration tool)
and Drive composer pro and DriveWindow 2.40 PC tools to discover ABB-
specific Ethernet devices in a local network segment, by listening to and
responding to UDP broadcasts. This service is also in the out-bound ser-
vices list.

61332/
UDP

DDCS
Ethernet GW

Ethernet gateway service is disabled by default. When enabled, the DDCS
Ethernet gateway starts to wait for DriveWindow PC tool connections on
this port. To enable the service, go to Settings —> Device interfaces —>
DDCS —> Settings —> Ethernet GW.
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Out-bound network services on the NETA-21

Port

Service

Purpose

21

FTP

File Transfer Protocol. Reporting option for sending CSV files over the FTP
protocol to any external server. Not in use until configured.

25/TCP
(or another
configured
port)

SMTP(S)

Simple Mail Transfer Protocol, outgoing e-mail. Also secure version
SMTPS is supported (typically TCP port 587 or 465). NETA-21 can send
email out if the SMTP(S) server settings and email reporting are configured.
By default, the service is not in use.

Two SMTP servers are supported (primary and secondary server). Server
names and outgoing port numbers can be configured in the web Ul (Set-
tings —> Network services). To enable the email plug-in, go to Reports —>
Settings —> Add and select E-mail reporting.

80, 443

HTTP,
HTTPS

Used for reporting data to external portal services. Not in use until config-
ured.

80

HTTP

HTTP protocol is used for the Ethernet tool network slave device access, to
access FENA-11/-21 fieldbus modules and BCU-xx control boards over the
Ethernet tool network (typical use case in a local/private network only).
Connection to supported devices established if supported devices are dis-
covered.

123 / UDP

NTP

Network Time Service.

NETA-21 sends outgoing NTP service packets to “pool.ntp.org” by default
every hour. To configure the setting, go to Settings —> Locale —> Time. If
no NTP server is found, the NETA-21 defaults to a manually configured
clock setting.

24576/
UDP

ABB
Netconfig

Autodiscovery protocol. By default the NETA-21 sends discovery broad-
casts over the ETH2 interface every minute to discover other ABB devices
(eg, FENA-11 or BCU-xx) in a local network segment. To modify the back-
ground scan setting, go to Settings —> Device interfaces —> Ethernet —>
Settings.

Cyber Security Disclaimer

This product is designed to be connected to and to communicate information and data via
a network interface. It is Customer's sole responsibility to provide and continuously ensure
a secure connection between the product and Customer network or any other network (as
the case may be). Customer shall establish and maintain any appropriate measures (such
as but not limited to the installation of firewalls, application of authentication measures,
encryption of data, installation of anti-virus programs, etc) to protect the product, the
network, its system and the interface against any kind of security breaches, unauthorized
access, interference, intrusion, leakage and/or theft of data or information. ABB and its
affiliates are not liable for damages and/or losses related to such security breaches, any
unauthorized access, interference, intrusion, leakage and/or theft of data or information.
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What this chapter contains

This chapter describes the front page of the web UI.

Parts and components of the portal
The front page consists of the following parts:

¢ application-specific toolbar (1)

* navigation bar (2)

* content area (3).

. L)
| 1] H \ ;
M Home || Reports | Settings =
Navigation « | Myfrontpage = Events
B Ly
& = €3 Refresh ) Addcontent ~ ST} Save layout
Fl\Reports .
Settings
» Q) settng Welcome instructions <% Unconfigured settings
w (] Devices
| 0025_35R {0} {1}
;‘nnz e Welcome to use the NETA-21 remote manitoring taol
& tep
dAtnul Ifyou have notused the NETA-21 before the best starting pointis to fully define the
unconfigured settings. Uncenfigured setings can be found from the panel on the right.
@ Navigation in the taol can be done with buttons on the application taalbar (lacated on the top

ofthis page) or with the navigation panel (on the left side of this page) @
Allthe found devices can be accessed from the navigation panel or from the application
toolbar. Devices view displays high level information aboutthe devices. Detailed information

is found by selecting one afthe devices in devices view or navigation panel.

Tool description PYES

Taol information has not been customized for NETA-21 serial number 2100023, Navigate to
Userinterface seftings to customize this text

Favorite parameters +fElz)x

Hame: Value| Y

(7)1}




48 Front page

The front page is a portal where you can change the contents by adding, removing or
moving around the portlets. The figure below shows a modified front page.

|| B0 | #1523 03.00.2013 10:08

= Logeut || il
Navigation <! | Myfrontpage = Events
&=
] Home ——
2 Reports €5 Refresh | G Addcontent ~ ST} Save layout
w (23 Settings
= Welcome instructions I
5y details
Metwork interface
e Welcome to use the NETA-21 remote monitoring tool.
D) Netwiork servizes
& Users If you have not used the NETA-21 before the best starting point is to fully define the
eSS unconfigured settings. Unconfigured settings can be found from the panel on the right.

-
'3\-0!6"3 Navigation in the tool can be done with buttons on the application toolbar (located on
[ Tool settings the top of this page) or with the navigation panel {on the left side of this page)

I, User interface Al the found devices can be accessed from the navigation panel or from the application
@BEEWD and restore toolbar. Devices view displays high level information about the devices. Detailed

m Memory card information is found by selecting one of the devices in devices view or navigation panel
(T Devices
@Hep .
Unconfigured settings =%
il About

Network interface
@, Paint to point connection is in use, check Ethernet settings

W | Network services
a E-mail server setiings not configured

7T Locale
weiiT)|  Location of the remote monitoring tool has not been selected.
s

T User interface
I,:_ }] User interface seftings have not been customized
Tool description

Tool information has not been customized for NETA-21 serial number 1330016
Navigate to User interface settings to customize this text

The front page contains the following components:
* Refresh button updates the contents of the front page.

* Add content button adds new portlets to the front page. The portlet can be selected
from a pop-up menu. If a portlet is already selected, the corresponding menu item is
disabled in the pop-up menu.

My front page = Events

‘) Refresh |y Add content 'QJ‘ Save layout

Welcome in{

Welcome nitoring tool.
If you have All devices the best starti
unconfigu T TETIEE ings can be fi
Mavigation in the tool can be done with buttons on the
top ofthis page) or with the navigation panel (on the le

* Save layout button stores the current layout to be loaded when the front page is
opened again.

[ ]

Welcome instructions portlet contains instructions for the new user. To change the
instruction text, go to Settings —> User interface.

* Tool description portlet contains a description of the NETA-21. The description text
can be changed from the settings.

Favorite parameters portlet contains the parameters that are marked with a blue star
on the Parameter browser tab. To refresh the values of the parameters, click the
Refresh button on the title bar.

Favorite parameters ~ (=] %
Name: Value *
- =5 DEMO1 {03 £3}
| 01.02 SPEED 00 W
i 01.03 FREQUENCY 000 W
&5 01.04 CURRENT 0.00 W

| 01.05 TORQUE 000 W
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To group the parameters by drive, click the =] button on the title bar.

* Unconfigured settings portlet shows the settings categories that have not been
configured or that are misconfigured. By clicking the category button you are
redirected to the corresponding settings view.

All devices portlet

The All devices portlet shows all devices connected to the NETA-21. To navigate to the
front page of a device, double-click the device in the list.

All devices - |
MWame Model Status
| DEMO ACS 800 [ Busy
| DEMO (2) ACS 800 [ Busy

All portlets can be minimized or closed by clicking the icons in the right corner of the portlet
title bar.

Version information

To find out the version information of the NETA-21, click About in the navigation bar of the
user interface or the corresponding icon in the application-specific toolbar.

About

ABB NETA-21 |

Features  License 3rd party licenses

Remote monitoring tool
© ABB Oy 2012-2013
All rights reserved.

Component Code ersion Description

DDCS adapter FMADB220 22000 DDCS Device Adapter o
Ethernet adapter FMAEB220 22000 Panel bus over Ethernet adapter

Operating System FNZALZZ0 22001 Factory load 2.20

Modbus adapter FMANMBZ20 22000 Modbus Device Adapter =
Panel bus adapter FMAPB220 22000 Panel Port Device Adapter

Modbus TCP Gateway adapter FMGMB220 22000 Modbus TCP GW Adapter

Data Access FMCMBZ20 22000 Datahub

Reporting adapter FMRCB220 22000 Reporting -

Close

* Features tab shows the versions of the internal software components.
* License tab contains the software license agreement.

* 3rd party licenses tab lists the third-party software licenses in this product. The third-
party licenses include open source software licenses.
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Application toolbar and navigation bar

The application-specific toolbar is visible in every view (excluding the login page) on the
top of the user interface. The toolbar provides a quick access to the views that are used
most frequently. The toolbar contains the following components:

Tool ID field shows the identifier of the NETA-21 (default: NETA-21 <serialno>).
Time field shows the current time and time zone of the NETA-21.
Location field shows the location of the NETA-21.

User name field in the upper right hand corner shows the name of the user that has
logged on.

Logout link logs the currently logged-on user out. The user is redirected to the login
page.

Help button opens the following dialog box.

Note: The ABB library access requires a connection to the Internet.

Help
L
z Open user's manual from internal memory of the toal
@ Open latest NETA-21 user's manual in ABE library

@ Search NETA-21 related dacuments in ABB library

@ Browse ABE library

Note: access to ABB library depends on your network connection.

Close

Home button opens the front page of the user.

Reports button opens the reporting view.

Settings button opens the main settings view.

Devices button opens a view showing all the devices connected to the NETA-21.

Top bar can be shrunk to a smaller size by clicking the double arrow button at the
bottom right corner of the gray box.

: o

The navigation bar contains the above-mentioned navigational items and also the sub-
items for the Settings and Devices items.
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The navigation bar can be hidden/unhidden by clicking the small arrow between the
navigation bar and the content area or the double arrow within the Navigation title bar.

Navigation @ My front

a Home c
RA Reports 5 Refre
w i Settings
&4 My details
& Network interface Welcom
;ai Network services
i} Users Welco
NETA:

= Device interfaces

o L I

. Locale If you
|f Tool settings NETA:
IP 1l lear intarfara before

Status icons

In the navigation bar and application toolbar the statuses of the devices are indicated with
small icons. The following device statuses are supported:

v disconnected

a busy
o warning
(%] fault.

If the device is connected and functioning normally, the device is shown without any status
icon.

The Devices button in the application toolbar can have a maximum of three different
status icons simultaneously. For example, if there are two devices that are disconnected,
only one icon indicating a disconnected device is shown in the Devices button. If there is
one disconnected device and one busy device, both icons are shown in the Devices
button. If all four statuses occur at the same time, the icons indicating the fault,
disconnected and warning statuses are shown in the Devices button. If the status of the
device is missing or cannot be read, the device is shown with the busy icon.

Content area

The application-specific tabs are shown in the content area. The view in the content area
changes as soon as you have selected another application since the Ul does not have to
load a new HTML file from the server. However, you may have to refresh the view if the
data gets out of date.
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What this chapter contains

This chapter describes the user management.

My details

To see the settings of a current user, go to Settings —> My details. On the admin tab, you
can change your email address, phone number, language and password. You cannot
change your user name or role, even if you had an administrator role.

My details

admin | Events

571 save [ Reset

User details

Full name:
User name:
User role:
E-rrail address:

Phone number:

administraattori2

admin2@server.com

01234567890

Language

Language: Englich

Change password
0ld password:
Newr password:

Confirm new password:
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The admin tab contains the following components:

Save button saves the modified settings to the server.

Reset button cancels the changes in the settings.

Full name text box shows the full name of the current user.

User name text box shows the user name of the current user.

User role text box shows the user role of the current user.

E-mail address text box shows the email address of the current user.
Phone number text box shows the phone number of the current user.
Language drop-down list shows the selected language of the user interface.

* When the language is changed, the change takes place in the user interfaces as
the next view is loaded from the server.

Old password text box is empty by default.

* If you want to set a new password, the old password must be written for
verification purposes.

New password text box empty by default.
*  The minimum requirement for the valid password is two different characters.
Confirm new password text box is empty by default.

* You are notified if both passwords do not match or the old password is wrong or
missing.

User management

You can restrict the access rights of users by choosing different roles for them. The names
of the roles are descriptive, for example, Guest has the lowest level access to the NETA-
21 and Tool admin can change everything in it.

Note: The NETA-21 includes a factory account for the web Ul. This account is not shown
in the users list. To disable the factory account, go to Tool settings —> Factory tools (see
Factory tools).

Users tab

On the Users tab you can add, remove and modify users.

P (D y 17
nnn & i
ADD =) R g Ay
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The Users tab contains the following buttons:

* Add user button inserts a new user in the list with default settings. The new user is not
added to the Ul until you have clicked the Create user button in the User properties
panel.

¢ Remove user button removes the selected user from the Ul. This button is disabled if
no users are selected from the user list, or if the user selects itself.

User list contains existing users, which can be sorted according to different columns.
When a user is selected from the list, the User properties panel appears on the right side
of the tab.

Users

Users Events

@ Adduser i Remove user

User name Full name E-mail address Phone number Language User properties
?1 guest guest English User details =
.:J.'. admin admin English Full name:
| i i i -
o4 modadmin modadmin English modadmin
! netadmin netadmin English
) User role:
.'Jn dexpert dexpert Englizh Module admin w

1 user user English p
i 3 E-rnail address:

Phone number:

Language:
English v

Comment:

User & password +

Apply changes

Restore defaults

The user list contains the following columns:
* User name shows the name which is used for logging on to the UI.

* Full name shows the full name of the user.

* E-mail address shows the email address of the user.

* Phone number shows the phone number of the user.

* Language shows the used language when the user is logged on.

User properties

The User properties panel contains modifiable settings for the selected user. This panel is
visible only if a user is selected from the user list. The User properties panel consists of
two sub-panels: User details and User & password.
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The User details sub-panel inside the User properties panel contains the following

components:

* Full name text box defines the full name of the user. When you are creating a new
user, the user name in the User & password sub-panel is generated based on the full
name if you have not already modified the login name.

¢ User role drop-down list contains all the roles that can be selected for the user: See
User roles. Guest is selected by default. The user cannot change his/her own role.

* E-mail address text box defines the email address of the user (optional).
* Phone number text box defines the phone number of the user (optional).

* Language drop-down list contains all possible languages in the Ul. This defines the
language used when the user logs on.

* Comment text box provides the administrators with an area for writing a comment on
the currently selected user. The comment is not visible for the selected user (unless
the user has administrator privileges).

The User & password sub-panel inside the User properties panel contains the
authentication details of the user:
¢ User name text box defines the name of the user.

* Password text box defines the password for the user name. The password is not
shown in plain text. The minimum length for a password is 2 symbols.

* Confirm Password text box is used for checking that the password has been typed
correctly. The password is not shown in plain text.

User properties
User details +
User & password -

User name:
rmodadrmin

Password:

Confirm Password:

Apply changes

Restore defaults

In the lower part of the User properties panel there are two buttons, whose names
change by the context. When you are creating a new user, there are the following buttons:
* Create user for saving the new user settings

* Cancel for canceling the creation and removing new_user (default name) from list.
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When you are modifying an existing user, there are the following buttons:
* Apply changes for saving the modifications

* Restore defaults for resetting the values to a previously saved user setting.

When the new user logs on to the Ul for the first time, he/she is prompted to change the
password.

User roles

The user roles to be selected from the User role drop-down list on page 36 are the
following:
¢ Tool admin

* Network admin

* Drive expert

e User

* Guest

* FTP user account.

FTP user account

The FTP user account does not give access to log on to the web Ul. The account can be
defined to allow an FTP or FTPS access to the memory card.

Note: The unsecured FTP protocol is disabled by default from firmware 2.22 onwards
(FTPS is enabled). To enable the FTP service go to Settings —> Network services —>
Services.

Guest

With the Guest role you have the lowest level access rights. As Guest you can only:
* change My details settings
* view events

* read drive parameters and see the statuses of the devices.

If you log on to the Ul as Guest, the front page appears as follows:

Gues
Py f NETA-21 Logout
AnD g | 4
bbb Home | Settngs | Deviess | oo ° ~ (701
Navigation <« | Myfrontpage = Events
P
1 Home ——
i Sellings €5 Refresh  &p Addcontent = ST} Save layout
EY My details
g Welcome instructions ~l[% Unconfigured settings |
(7] Devices
%] 0075_7NR {0} {15} Ay d
R S \Welcome fo use the NETA-21 remote monitoring tool = M_’ 9~'a'_5‘ v i
Hel |E | user password change required
Griep T
'_‘Anmr If you have not used the NETA-21 before the best starting point is to fully define the

unconfigured settings. Unconfigured setfings can be found from the panel on the right.

Navigation in the tool can be done with buttons on the application toolbar (located on All devices Affx
the top of this page) or with the navigation panel {on the left side of this page).
Name Model Status
All the found devices can be accessed from the navigation panel or from the application ST e 00 i3
toolbar. Devices view displays high level information about the devices. Detailed 2] 0075 TR (O} (15} ACSIEN W/ Nermal
information is found by selecting one of the devices in devices view or navigation panel

Tool description N3

Tool information has not been customized for NETA-21 serial number 1330016
Navigate to User interface settings to customize this text
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User

With the User role you have the access rights of the Guest role supplemented with rights
allowing you to:

If you log on to the Ul as User, the front page appears as follows:

write drive parameters

select parameters for trend logging
access data logger views

view report settings

view locale settings

view the memory card and its contents

export all drive parameters to the Events tab and save them to a PC

import drive parameters from the PC file to a device.

A\ Ib b (I E & - ¥ | B

| (T I LAl

Abpb Home | Reports | Setfings | Davices | |ocoi ie = 2
Navigation <! | Myfrontpage  Everts
s
{4 Home _—
2 Reports €5 Refresh gy Addcontent = STi Save layout
w (£ Seftings
= Welcome instructions -|x Unconfigured settings
[Eymy detils
@ Local
- mee ‘Welcome to use the NETA-21 remote monitoring toof ;
§ vemory cerd =
w (C] Devices. If you have not used the NETA-21 before the best starting point is to fully define the
8] 0075_7NR [0) (15} unconfigured settings. Unconfigured seftings can be found from the panel on the right.
@hep Navigation in the tool can be done with buttons on the application toolbar (located on All devices
!.i“"w the top of this page) or with the navigation panel (on the left side of this page) &
ame

All the found devices can be accessed from the navigation panel or from the application
h(

) %] 0075_7NR {0 {15}

a
oolbar. Devices view displays high level information about the devices. Detailed
information is found by selecting one of the devices in devices view or navigation panel

Tool description N3

Tool infarmation has not been customized for NETA-21 serial number 1330016,
Navigate to User interface settings to customize this text

Drive expert

=) User password change required
T

Status

V/ Nermal

The Drive expert role includes the access rights of Guest and User supplemented with
rights allowing you to:

reset and rescan drives

view network interface settings

change locale settings

view and change device interface settings.




If you log on to the Ul as Drive expert, the front page appears as follows:
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= | ¢ 4 | rit

A\ D IR H | 4
t & o =
Il Home Reports Settings Devices tmmn = &
Navigation <« | mMyfrontpage  Events
-
{f Home —
&) Repors €% Refresh &y Addcontent ~ ST} Save layout

w3 Settings

(3 Welcome instructions <% Unconfigured settings
My details
Netvork interfac y de
e ki Welcome to use the NETA-21 remote monitoring tool = M,’ et
= Device interfaces |_=l User password change required.
;?jLuca\a If you have not used the NETA-21 before the best starting point is to fully define the E
w Memory card unconfigured seftings. Unconfigured settings can be found from the panel on the right.
b Network interface
[ Devices Navigaticn in the toel can be done with buttons on the application toolbar (located on e_ Point to point connection is in use, check Ethemet
8| DO75_7NR {0} {15} the top of this page) or with the navigation panel (on the left side of this page). —

@rer All the found devices can be accessed from the navigation panel or from the application
.j-ﬁ\bml' toolbar. Devices view displays high level information about the devices. Detailed Y
information is found by selecting one of the devices in devices view or navigation panel.
Name Model
9] 0075_7NR {0} {15} ACS 300

Tool description |

Tool information has not been customized for NETA-21 serial number 1330016.
Navigate to User interface ssftings to customize this text

Network admin

sstings

Status

V/ Nermal

The Network admin role includes almost all the access rights of the Drive expert role plus

supplemental rights allowing you to:
¢ change network interface settings

* view and change network service settings

* view and manage user settings

* view and change NETA-21 settings

* restore settings to factory default values (software option)
¢ see the installed software type and version of the NETA-21
¢ reboot the NETA-21 (software option)

* view and change user interface settings

* change descriptions and prompts for the Ul

* change the web server session time-out

* back up and restore tool parameters to the internal memory or SD card

¢ view the memory card status and reports folder on the SD card
* monitor the IP addresses of the logged-on users through events.

As Network admin you cannot:

* rescan device parameters or reset an active fault
* view and change device interface settings

* write device parameters

* select parameters for trend logging

¢ configure and control data loggers embedded in some monitored devices

e export or import device parameters to/from a file.
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If you log on to the Ul as Network admin, the front page appears as follows:

' R A

Home | Reports | Settings

Location Finland

Navigation <! | Myfrontpage = Events
-
{4 Home .
2 Repors €5 Refresh g Addcontent = STi Save layout
(3 Seftings
Welcome instructions 3 Unconfigured settings |
Network interf: =
& Network inertace Welcome to use the NETA-21 remote monitoring tool. My details
(@ Network senvices = User password change required.
[ Users If you have not used the NETA-21 before the best starting paint is to fully define the -
- unconfigured settings. Unconfigured settings can be found from the panel on the right.
G Loxale ) g Network interface
[P Tool settings Navigation in the tocl can be done with buttons on the application toolbar (located cn @. Point to point connection is in uss, check Ethemnet settings
|2, User interface the top of this page) or with the navigaticn pane! (on the Ieft side of this page). =
@Bank“p e ko All the found devices can be accessed from the navigation panel or from the application P Network services
i Memory card toolbar. Devices view displays high level information about the devices. Detailed é E-mail server settings not configured.
(] Devices information is found by selecting one of the devices in devices view or navigation panel.
%] 0075_7NR {0} {15}
Help = User interface
; Tool description - I,: 1‘ User interface settings have not been customized.
i sbout LA
Tool infermation has not been customized for NETA-21 serial number 1380016,
Navigate to User interface settings to customize this text.
All devices -
Name Model Status
%] 0075_7NR {0} {15} ACS 800 v/ Nermal

Tool admin

With the Tool admin role you have the full access rights to the NETA-21. In addition to the
access rights listed for Drive expert and Network admin, the Tool admin role allows you to:
* add and remove NETA-21 user accounts (and modify permissions of other users)

¢ perform the firmware update of the NETA-21 through the SD card or PC

* back up and restore the NETA-21 firmware and NETA-21 settings to/from the SD card
* enable or disable the factory login (factory support account)

* reset the tool settings to the default settings (restore the factory settings)

* add and remove extra software packages

* change report settings.

If you log on to the Ul as Tool admin, the front page appears as follows:

& R &~

Home | Reports | Settings | Davices

NETA-21
03, 1

Navigation <« | Myfrontpage | Everts
-
] Home ——
2 Feports €5 Refresh G Addcontent = ST3 Save layout
~ (£ Seftings
Welcome instructions )% Unconfigured settings |
1My details
Network interface = i
e ‘Welcome fo use the NETA-21 remote menitoring teol. = My details
= User password change required.

(@ Nstwork services

m’{\\Users If you have not used the NETA-21 before the best starting peint is to fully define the

. Device interfaces unconfigured settings. Unconfigured settings can be found from the panel on the right.
@Lﬂfﬂ‘e Navigation in the tool can be done with buttons on the application toolbar (located on
[f= Tocl settings the top of this page) or with the navigation panel (on the left side of this page).
|, User interface
@Bacl«up and restore
w Memory card

w (] Devices
9] 0075_7NR (0] {15)

3 Network interface
e_ Point to point connection is in use, check Ethemet settings

toolbar. Devices view displays high level information about the devices. Detailed E-mail server setfings not configured

All the found devices can be accessed from the navigation panel or from the application P Network services
information is found by selecting one of the devices in devices view or navigation panel 3

User interface
User inieriace settings have not been customized.

Tool description - %
@Hep
oot Tool informaticn has not been customized for NETA-21 serial number 1330016
Navigate to User interface setfings fo customize this text.
All devices -l
Name Model Status

9] 0075_7NR {0} {15} ACS 800  Normal




User interface

Users 61

The User interface tab is found under Settings. The text boxes on the tab can contain

embedded environment variables, in other words, the value of the environment variable is
shown in the text. The text may contain '{VARIABLE}' where VARIABLE means the name
of environment variable on the server. If text contains two braces ('{{" or '}}"), only one brace

is shown in the Ul.

User interface

User interface  Events

877 Save B Reset | Export (i Import iy Help

Remote monitoring tool

Tool name:
NETA-21

Welcome instructions:
Welcome to use the NETA-21 remote monitoring tool. <BR/ > «<BRf >

If you have not used the NETA-21 before the best starting peint is to fully
define the unconfigured settings. Unconfigured settings can be found from
the panel on the right. <BR/><ER/>

Navigation in the tool can be done with buttons on the application toolbar
(located on the top of this page) or with the navigation panel (on the left
rida nf thic nana) ~DD I~ ~0D -

Tool description:

Tool information has not been customized for {WEB_MODULE_TYPE} seria
number {WEB_MODULE_ID}. Navigate to <a target="_blank"
href="/view/mainframe/#settings/userinterface/usarintarface” > User
interface settings</a> to customize this text.

Login prompt information:

Serial number: {WEB_MODILE_ID}<BR/><BR/>MAC1 address:
{WEB_MODULE_MAC1}<BR/><BR/>MAC2 address:
{WEB_MODULE_MAC2}

m

Web server

Web session timeout:

[0 minutes
15 minutes
30 minutes
60 minutes
2 hours

& hours

12 hours
14 hours
indefinite
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The User interface tab contains the following components:

Save button saves the modified settings to the NETA-21.
Reset button discards all changes in the settings.

Export button exports the Ul settings to a local file.
Import button imports the Ul settings from a file to the UI.

Help button opens a dialog box informing you about the embedded environment
variables in the UI.

Tool name text box shows the name of the NETA-21 (the default is the same as the
tool type). This box may contain embedded environment variables. When you make
changes in this box, the following places will be affected:

* Web browser title shows the tool name.
* Application toolbar shows the tool name.

Welcome instructions text box contains the welcome instructions for the Ul. The
welcome instructions are shown on the front page after the first login. This box may
contain embedded environment variables.

Tool description text box contains the NETA-21 description. This text is shown on the
front page after the login. This box may contain embedded environment variables.

Login prompt information text box contains the information visible for all users in the
login dialog box. This box may contain embedded environment variables.

Web session timeout drop-down list defines the time (in minutes) when the user is
logged out if there is no activity in the Ul. The default value is 15 minutes. The
following values can be selected:

e 15 minutes
¢ 30 minutes
¢ 60 minutes

* 2hours
* 6 hours
* 12 hours
* 14 hours

* indefinite.

Note: The web session expires in less than 5 minutes if the web browser is closed or
the connection to the NETA-21 is lost. The Web session timeout setting has effect
only if the web browser window is open. The time-out calculation is reset every time
when the user browses around in the Ul.
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Devices

What this chapter contains

This chapter describes how to manage device parameters and use data loggers.

Devices tab

Navigation <« | Devices Events
1 Home
- st Al | €3 Refresh
&) Reports
} (7] Settings Name Category Type Status Connection type
[ Devices ¥] ACS80D {0 {12} drive ACS 800 \/ Mormal DDCS
%] ACSB00 {0} {12} = =
= o - %] ACS880 {192168231010} {1} ACS880 0x1003 \/ Mormal ETH se
¥ ACSBB0 (152166231010} {1} =
W] ACS355 {3} {1} 8] Acs3ss (3 {1 device Modbus W/ Normal ME
8 AcsBB0 {1} {1} W] ACS880 {1} {1} ACS330 0x1003 \/ Mormal PNL1
@rep
[l apout

There are two tab pages under Devices:
¢ Devices tab lists all devices that are connected to the NETA-21.

¢ Events tab lists events for all detected devices.

The Devices tab contains the following components:
¢ All button shows all devices.

* Refresh button updates the device list. When the view is updated, the Refresh button
is disabled and the icon spins indicating that the updating is in progress.




64 Devices

Navigate button opens the front page of a selected device. This button is disabled if
no device has been selected. If you click the arrow on the button and select
Parameters or Events, you can go directly to the Parameter browser tab or the
Event tab of the selected device.

ADD /:r (C rll'h ”FT;“'ZI Logout
[ ]: T 0013
Rirmw d-3- (UTC +03 pe /Helsinki
Home Reports Settings Devices Location Fs <
Navigation <« Devices Events
Py
= Home
I:I Al €5 Refresh | Navigate -
i Reports & ‘
Settings Name Frontpage Type Status Connection type %
pag
w (] Devices 9| 0025_35R {0} {1} (s \ ACS 800 v/ Normal oocs
9| 0025_35R {0} {1}
! Events
' Help | |
dAbout

Device list shows all detected devices. Double-click a device to open the front page of
the device. The list contains the following columns:

¢ Name column contains the name and icon of the device.

After the device name there are two numbers in curly brackets. The first number
depends on the connection type:

0 = DDCS connection

1 or 2 = PNL connection

3 = Modbus connection

Ethernet connection = IP of the device without dots.

The second number is an ID that indicates different devices of the same
connection.

* Category column contains the category of the device.
* Type column contains the type of the device.

*  Status column contains the connection status of the device and the corresponding
icon describing the status. The status can be, for example, one of the following:
Normal, Disconnected, Warning, Fault.

* Connection type column contains the connection type of the device. The following
connection types are available:
DDCS
ETH scan, ETH manual (Ethernet connection, either automatically scanned or
manually connected)
MB (Modbus)
Panel bus.
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Every device has its own front page which can be customized by the administrator. Every
user has the same layout. The front pages are portals where the user can move, add and
remove the contents.

Example of a device front page:

Device frontpage Parameter browser Events

€5 Refresh () Add content

g “ﬁ Save layout

Rescan parameters
Rescan the parameters of this device

Reset fault
Disabled at the moment

Remove
Disabled at the moment

System info Al Device control

Device name: ACSEE0 {13 {1}
Reporting name: 101 =€y
Category: ACSE30
Device type: 0x1003 P
Connection type: PML1 r’\a;-.
Status: v/ Normal
Fault or warning: Flash erase speed exceeded (AG82 / aux:0001)
Drive type: ACSEE0
Firmware version: AINF1 v1.41

Target ID: 0x1612 0001
Device version: 0x0304 030a

DCP version: 0.0.41.1

Backup restore version: 0.1.0.0

Favorite parameters - Elx

MName Value | | *

P (i 06.11 Main status word 0x1233 v

| |8 D616 Drive status word 1 0bD00D0010000001101 :\.}

| S8 0617 Drive status word 2 0b00D00000000001000 i:f

| | 0618 Start inhibit status word 0bD0DO000000000000 i:f

| &8 0619 Speed control status word 0b0DDO000000010001 i:\.f

| & 06.20 Constant speed status word 0b0000000000000000 itf

The toolbar of the front page contains the following buttons:
Refresh button refreshes the contents of the view. When the view is updated, the
Refresh button is disabled and the icon spins to indicate that the updating is in

progress.

Add content button adds a new portlet to the portal. If you click the arrow on the
button, you get a drop-down list containing the following portlets:

¢ Systeminfo

e Device control

e Events

* Favorite parameters.

Device frontpage | Parameter browser

Datslogger 1 | Datalogger 2 | Events

€5 Refiesh @) Add content ~ | ST} Savelayout

System infe

Device nat

Device type: ACS 800
Connection type: DDCS
Status +/ Normal
Fault or warning: nvos

Serial number: -
Application SW version:  AMAR7300
SW package version:  ANXR7310

Favorite parameters

Name

|
|
fovets

Reporting

Category: S

1§

~x Device control

@1 | Rescan parameters
LS| Rescanthe parameters of this device

( Reset fault
"/ Disabled atthe moment

Remove
Disabled atthe moment

* .

Value
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Save layout button saves the layout. This button is visible only to device super users
and administrators that have permissions to modify the layout.

The front page contains the following portlets:

System info portlet shows read-only information about the device.

Device control portlet contains means to control the device. Every option contains a
title, icon and description. See section Device control buttons.

Events portlet shows the latest events for the device. The event list contains the
following columns: Name, Timestamp and Severity. The list can be sorted.

Favorite parameters portlet contains the parameters that are marked with a yellow
star on the Parameter browser tab. You can refresh the values of the parameters by
clicking the Refresh button of the front page.

Device control buttons

There are three device control buttons in the Device control portlet.When you click the
icon, the icon is disabled until the action has completed. If the action fails, a light-blue
warning message is shown under the description. The panel may contain the following
actions (the options may vary between devices):

Device control - ||

Rescan parameters
iﬁj Rescan the parameters of this device

= Resetfault

Disabled atthe moment

Remaove
Disabled atthe moment

Rescan parameters button

The button is enabled when the associated drive is connected and parameter
scanning is not active on any of the drives handled by the same device interface (eg,
DDCS, panel bus, Ethernet, Modbus). In any other case the button is disabled.

The automatic parameter scanning starts if all connected devices per interface (or
panel port) become disconnected. Some interfaces such as Ethernet tool network may
scan for nearby devices continuously in the background.

There are situations when the parameter list of a drive and the content of the
Parameter browser tab become unsynchronized, for example, when the parameters
of a drive have been modified while it has been disconnected shortly from the NETA-
21. When you reconnect the NETA-21 to the drive, use this button to resynchronize
the parameters shown in the Parameter browser tab with the actual parameters of
the drive.

When you click the button for the first time, the icon and the text change as follows:

Device control - |%

Confirm rescan
_,ED Confirm rescanning of parameters

To start the parameter scanning, you must click the button again, otherwise the action
is cancelled after about 30 seconds.

Reset fault button

The button is enabled when the associated drive is connected, there is an active fault
on a drive, or when a drive has an unacknowledged fault which has already ended.

In any other case the button is disabled.
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If the cause of the fault has been handled, you can reset the fault by clicking this
button. If a fault condition is active or a device has a permanent fault, the fault cannot
be reset via interferes.

Remove button

The button is enabled when the associated drive has been disconnected from the
NETA-21. Use the button to permanently delete the drive from the drive list of a device
interface, for example, when the configuration of the system has changed.

The button is disabled when the drive has been reconnected to the NETA-21.

Parameter browser

Every device has one or more parameter browser tabs that list the parameter groups and
parameters of the device. You can mark favorite parameters with yellow and blue stars.

Par
the

ameters marked with a yellow star are shown in the Favorite parameters portlet on
device front page. Parameters marked with a blue star are shown in the Favorite

parameters portlet on the My frontpage tab.

Device frontpage Parameter browser Datalogger 1 Datalogger 2 Events

/| Parameter status &3 Refreshvalues =Y Evpandall 2V Collspse sl |2, Export L Import

Mame Value Unit Min Max Default Internal type *
w 501 ACTUAL SIGNALS
01.01 MOTOR SPEED FILT 0.0 pm [421] 655360 real 1 iﬁf
01.02 SPEED ESTIMATED 0.0 pm o0 65536.0 reall Y& YT
01.03 SPEED MEASURED 0.00 pm -15000.00 1500003 real 2 ii.’
01.04 MOTOR SPEED 0.00 pm 000 65536.00 real 2 5 i}
01.05 FREQUENGCY 0.00 Hz -500.00 50000 real 2 S:{
01.06 MOTOR GURRENT 000 A -8061.02 8061.01 real 2 S:f
01.07 MOTOR TORQ FILT2 0.00 % -2653.60 2653.60 real.2 S:.’
01.08 MOTOR TORQUE 0.00 % 0.00 65536.00 real.2 3. i':.’
01.09 POWER 0.00 % -1000.00 1000.00 real.2 iﬂf
01.10 DC VOLTAGE oav -5591.0 5591.0 real.1 i}
01.11 MOTOR VOLTAGE oav 3450 1380.0 real.1 i:.’
01.12 ACSE00 TEMP 400C -1000.0 1000.0 real.1 . g
01.13 TIME OF USAGE 5797.50 h 0.00 65536.00 real.2 i:f
01.14 KILOWATT HOURS 50700.5.4) kWh 004, 142864032.0 8, £ real.1 S:I
01.15 DI7-1 STATUS a [i] -1 int16 S:.’
01.16 MOTOR 1 TEMP -260.3 C -5000.0 5000.0 real.1 i:.’
01.17 MOTOR 2 TEMP goc -5000.0 5000.0 real.1 i“f
01.18 MOTOR TEMP EST 300C -1000.0 1000.0 real.1 3 i}
0119 A1 00V -10.0 10.0 real.1 % i':.’
01.20 A2 0.0 mA 200 200 reald %7 97
01.21 AI3 0.0 mA 200 200 reald 57 ST
5 ] -1 int1& g
51 ma 0.0 220 reald 57 57
00mA 00 20 real. 1 v

Parameters updated 15 hours age

The toolbar of the Parameter browser tab contains the following components:

Filter parameters... is a text box for finding parameters from the parameter list. The
parameter list is updated automatically when you type search criteria to this box.

Parameter status is a check box for showing or hiding the parameter status bar of the
parameter view at the bottom of the window. The status bar is visible by default.

Refresh values button updates the parameter values visible in the parameter list.
When the view is updated, the refresh button is disabled and the icon spins to indicate
that the refreshing is in progress.

The NETA-21 has a cached list of parameter groups and parameter names. The
Refresh values button does not necessarily update all group names on the list, since
that would take too much time. Some of the parameter data will be updated after a
delay when you start browsing into the parameter groups. If it is uncertain that the
parameter list is up to date or if there are strange access errors when you try to open
parameter lists, the errors can be solved by reloading all device-specific data. To
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reload all device-specific data, click the Rescan parameters control button on the
device front page.
Expand all button shows all parameters of all groups.

Collapse all button hides all parameters and shows only the group list.
Export button exports parameters to a file.
Import button imports parameters to the device.

The status bar provides the following information:

Parameters updated field shows how much time has gone since the parameter
structures have been updated from the device to the NETA-21. The NETA-21 keeps a
cached list of parameter structures, and someone else (a local user with a control
panel, a PC tool user, or the monitored device itself) may have changed parameters
after the last update. The elapsed time is shown as follows:

e Parameters updated X days ago
e Parameters updated X hours ago
* Parameters updated X minutes ago

On-going operation field shows what the device is currently doing. The operation is
indicated with an icon and, for example, the following texts:

* Parameter list is up to date
* Refreshing parameters

* Device is disconnected

* Device is offline.

The parameter list is not sortable. The list contains the following columns:

Name column shows the name of a parameter.

Value column shows the value of a parameter. For parameters that have a decimal
value, the value is shown in the hex, decimal or binary format depending on the
selection made in the Parameter properties panel.

Minimum, maximum and default value columns are hidden by default.
To add columns, click the arrow on the right-hand side of an existing column:

Device frontpage Parameter browser Datalogger 1 Datalogger 2 | Events
Fitter parameters Parameter status €% Refresh values =Y Expand all =) | Export |L Import
Name o

S
p £102 ACTUAL SIGNALS ||[E Columns b | G Value
b CJ03ACTUAL SIGNALS 1 7 Unit

b C04 INFORMATION

P 05 LSU SIGNALS

} 07 CONTROL WORDS
P C]08 STATUS WORDS
P C09 FAULT WORDS e

7| Min
| Max

| Defautt

Internal type

Unit column shows the unit of the parameter value. This field may be empty for some
parameters.

Internal type shows the data type of the parameter, either a device-specific type (eg,
float2 for a float number with two decimals) or a generic type (eg, "number" or "string").

When you select a parameter from the list, an edit panel titled Parameter properties
appears in the right-hand side of the tab.
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Parameter properties

Open the Parameter properties panel by clicking a parameter in the Name column. The
panel has two sub-panels that are visible one at a time.
* Modify panel has controls to modify the parameter value.

* Logging panel contains logging-specific settings and lists.
With the Modify sub-panel you can modify the parameter value.

Device frontpage Parameter browser Datalogger 1 Datalogger 2 Events

[7] Parameter status €3 Refresh values =} Expandall =¥ Collspseall |, Export L Import

MName alue Unit * Parameter properties
p £J17 DC HOLD * | Modify =
P (118 LED PANEL CTRL

b C18 DATA STORAGE 20.01 MINIMUM SPEED ™
w 320 LIMITS Unit: rpm
| 4/20.01 MINIMUM SPEED 100 rpm w9 Sr

20.02 MAXIMUM SPEED 1862 rpm i 3 i 9000

20.03 ZERO SPEED LIMIT 1 rpm g o ]

20.04 MAXIMUM CURRENT 200.0 %lhd ! {f

20,05 MAXIMUM TORQUE 300.0 % WA Default:

20.06 MINIMUM TORQUE -300.0 % i’:j‘

20.07 SPC TORQMAX 300.0 % i:.r s

20.08 SPC TORQMIN -300.0 % pig

20.09 TREF TORQMAX 300.0 % W -100 =

20.10 TREF TORQMIN 3000 % 7 Format:

20.11 FREQ TRIP MARGIN 1.59 Hz yi'e

20.12 PULLOUT TCOEF MAX 0% w

20.13 PULLOUT TCOEF MIN 50 % s i.\f

20,14 ADAPTIVE UDC MEAS oM r Ay e

20.15 UNDERWOLT TORQ UP 500 % {f

20.16 UNDERVOLT TORQ DN 500 % T

20.17 P MOTORING LIM 161.0 % if

20.18 P GENERATING LIM 1610 % 7

} £J21 STARTISTOP FUNG
} 5722 ACCELIDECEL
} £J23 SPEED REF = +

Parameters updated 3 minutes ago

The Modify sub-panel contains the following components:

* Value check box: There can be two value boxes to choose from depending on the
data type of the parameter. If there are two value boxes, only one of them can be
selected at a time, and the other is collapsed.

The box may be a spin box, check box grid, drop-down list, text editor or a parameter
selection control (parameter pointer or bit pointer). If there is the Parameter check
box, click the list to open a pop-up window where you can choose a parameter or the
bit of a parameter value.

Select parameter
Parameters

Name
B (101 ACTUAL SIGNALS
P (C102 ACTUAL SIGNALS
P (Z703 ACTUAL SIGMALS
P CJ04 INFORMATION
P [C05 LSU SIGNALS
P (] 07 CONTROL WORDS
P (08 STATUS WORDS
B CJ09 FAULT WORDS
b Foanninmar mnnTe

[[] invert pointer oK Reset Cancel
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Spin-boxes use the minimum and maximum value limits received from the device. You
cannot type the value.

* Format is a drop-down list for specifying the format of a parameter value. The format
can be Decimal, Hex or Binary.

* Export button exports the parameter in a text-based file.

* Apply changes button saves the parameter changes to the device.
The icon of the Refresh button is spinning while the changes are applied to the NETA-
21.

* Restore defaults button asks the device to restore the default value to a parameter.
This button is disabled if the parameter has no default value.

Note: You cannot modify the value or format of read-only parameters.
The Logging sub-panel contains logging-specific settings and lists:

Device frontpage | Parameter browser Datalogger 1 Datalogger 2 Ewents

‘_{:Pammgrslame ;, Refresh values =3} Expand all %T Collapse all  |g, Export |u Import

MName Value Unit * Parameter properties
w 5301 ACTUAL SIGNALS » Moddy
|\do1.01 MOTOR SPEED FILT 0.0 rpm b ¢ T -
40102 SPEED ESTIMATED 0.0 rpm * ;i
|/01.03 SPEED MEASURED 0.00 rpm * Signal name:
01,04 MOTOR SPEED 0.00 rpm rovy (B | 120102
|05 FREQUENCY 0.00 He i Interval:
401,05 MOTOR GURRENT 000 A P Miruts v
[44/1.07 MOTOR TOR@ FILT2 0.00 % i
01,08 MOTOR TORQUE 000 % e B iLog enly whien changed
o108 POWER 000 % W 5 (€5 [1s] |7
o110 DC VOLTAGE 0oV it G g Logging history:
0111 MOTOR VOLTAGE nov Lt ]
011,12 AGS300 TEMP 400G R
01.13 TIME OF USAGE 582825 h fie
0114 KILOWATT HOURS 5070055, kivh IS
01.15 DIT-1 STATUS o i
01.16 MOTOR 1 TEMP 2603 G 1
0117 MOTOR 2 TEMP noc w
01118 MOTOR TEMP EST a00C i
119 411 a0V 5 3{.’ S iAona
01.20 A12 0.0 mA A g 00:00
01.21 AI3 0.0 ma N Apply thanges
01.22 RO3-1 STATUS 5 T W Feston telik
D1.23 AD1 9.1 ma ST
01.24 AD2 0.0 mA b

Parameters updated 5 hours ago

The Logging sub-panel contains the following components:

* Signal name defines the name of the parameter that is used in reporting and trend
logging. The default name depends of the style selected in Reports —> Settings —>
Signal names —> Settings —> Default signal name. You can restore the default
signal name with the Restore default button or by storing an empty signal name.

* Interval drop-down list is used for selecting the logging interval for the current
parameter. You can select from the following values: Minute, 5 Minutes, Hour, Day,
None or Monitor. To save the value, click the Apply changes button.

* Log only when changed check box is used for selecting values to be logged only
when the parameter value changes. If this check box is not selected, the parameter
value is logged at every interval.
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* Open parameter logging history in a new tab button

L1
* Refresh button updates the log list/chart if new values have been logged. C5
* Export logging history button creates a log report file to be exported. =
* Toggle between chart and list view button changes the view in which the o)

logged values are displayed.

* Logging history shows all the logged values for the parameter in the current
segment.

* Apply changes button saves the parameter log changes.
* Restore default button replaces all changes in the settings with default values.

Export of parameters

When you click the Export button in the toolbar the following progress pop-up window
appears:

Exporting parameters...

Exporting groups:

Hide Cancel

The progress pop-up window has a Cancel button which stops the exporting process.
With the Hide button you can hide the exporting pop-up window. The pop-up window is
shown again when you click the Export button.

Export 0.0 ma -20.0 200 eal.1 Apply cl
Export finished. 5 0 -1 int18 e

! Y  Following results were reported: iy - =l eal.1
[i] Done, 743 parameters exported. 0.0 mA 0.0 220 eal.1

ED CTRL SPEED CT TORQ CTRL int16
